FirePass’® Series

Key Benefits

Broadest Application Support -

Access to email, web portals, network file services,
terminal services, CRM and other key enterprise
applications, using any device.

Integrated Endpoint Security -

Delivers a Secure Virtual Workspace, pre-login endpoint
integrity checks, and endpoint trust management for
peace of mind with fewer administrative hassles.

Highest Scalability —

Supports up to 2,000 concurrent sessions on a single,
easy-to-manage box. Built-in load balanced clustering
can support up to 20,000 sessions. More than 20,000
sessions can be supported by integration with BIG-IP.

Low Cost of Ownership -

Installs in 30 minutes or less. Visual Policy Editor delivers
a point-and-click interface for managing groups, users,
or devices with ease.

Market Leading Performance -

Up to 400,000 Mbps for SSL with over 50% faster
access using compression for file transfers and email
access. Supports an unlimited number of users.

Broad Interoperability —

Supports existing network infrastructure and identity
management systems via Radius, LDAP, and more.
Delivers web portal integration with support for Java
applets, Javascript rewrite, and more (VPNC certified).

High Availability and Reliability —

Delivers the same, state-of-the-art hardware platform
as F5’'s award-winning BIG-IP traffic management
system.
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Best-In-Class SSL VPN

F5’s FirePass® SSL VPN appliance provides secure access to corporate applications
and data using a standard web browser. Delivering outstanding performance,
scalability, ease-of-use, and security, FirePass helps increase the productivity
of those working from home or on the road. Businesses reap a competitive
advantage because they can give key partners controlled access to applications
and data. And IT departments can rest assured with a reliable solution that
deploys quickly and interoperates immediately with their existing network
infrastructure.

Best of all, it’s from F5 — the world leader in application delivery networking
with over 10,000 enterprise customers, backed by the world-class F5 support
network.

Integrated Endpoint Security

FirePass prevents infected PCs, hosts, or users from connecting to your network.
Automatic re-routing for infected PCs reduces help desk calls and prevents sensitive
data from being snooped by keystroke loggers and malicious programs.

FirePass provides:
e Automatic detection of security compliant systems, preventing infection

e Automatic integration with the largest number of virus scanning and personal firewall
solutions in the industry (over 100 different AV & Personal Firewall versions)

e Automatic protection from infected file uploads or email attachments

e Automatic re-routing and quarantine of infected or non-compliant systems to a self
remediation network — reducing help desk calls

e A secure workspace, preventing eavesdropping and theft of sensitive data

e Secure Login with a randomized key entry system, preventing keystroke
logger snooping

e Full integration with the FirePass Visual Policy Editor. This enables the creation of
custom template policies based on the endpoints accessing your network and your
company’s security profile
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The unique Visual Policy Editor creates a flow-chart style graphical view of your access policies - giving
you point-and-click ease in profiling and managing groups, users, devices or any combination of the
three. This enables a simplified definition and management of end-point policies, lowers administrative
costs, and increases the ability to quickly ensure the protection of company resources.




Portal Access - Secure Access From Public Systems
For Employees, Customers and Partners

The FirePass Portal Access capability works on any client OS
with a browser — Windows, Linux, Macintosh, Pocket PC’s,
PDAs and more.

Portal Access Available On FirePass:

Web Applications

e Provides access to internal web servers, including Microsoft
Outlook Web Access, Lotus iNotes, MS SharePoint Portal as
easily as from inside the corporate LAN.

e Delivers granular access control to intranet resources on a
group basis. For example, employees can be provided access
to all intranet sites; partners can be restricted to a specific
web host.

e While accessing resources, FirePass dynamically maps internal
URLs to external URLs, so the internal network structure
does not reveal them.

e Manages user cookies at the FirePass Controller to avoid
exposing sensitive information. For applications that require
access to cookies, FirePass can pass cookies to the remote
browser.

e User credentials can be passed to web hosts to support
automatic login and other user specific access to applications.
FirePass also integrates with existing identity management
servers (e.g. Netegrity) to enable single sign on to
applications.

e FirePass proxies login requests from web hosts to avoid
having users cache their passwords on client browsers.

e Provides split-tunneling support for web applications,
resulting in faster end user performance when accessing
public web sites.

e Dynamic server-side caching for increased web application
(reverse proxy) performance and faster page download
times.

e Delivers out-of-the-box reverse proxy support for rewriting
a wide variety of Javascript content in web pages, saving
time.

File Server Access
e Allows users to browse, upload, download, copy, move or
delete files on shared directories.

e Supports SMB Shares, Windows Workgroups; NT 4.0 and
Win2000 domains; Novell 5.1/6.0 with Native File System
pack, and NFS servers.

Email Access
e Provides secure web-based access to POP/IMAP/SMTP email
servers from standard and mobile device browsers.

e Allows users to send and receive messages, download

attachments and attach network files to emails.

Mobile Device Support
e Secure access from PDAs, e.g. Palm OS, cell phones, e.g.
WAP and iMode phones to email and other applications.

e Dynamically formats email from POP/IMAP/SMTP email
servers to fit the smaller screens of mobile phones and
PDAs. Supports the sending of network files as email
attachments and the viewing of text/Word documents.

Portal Access - Comprehensive Security

FirePass delivers multiple layers of control for securing
information access from public systems.

Client Security

e Protected Workspace — Users of Windows 2000/XP can
be automatically switched to a protected workspace for
their remote access session. In a protected workspace
mode, the user cannot write files to locations outside
the protected workspace and the temporary folders and
all of their contents are deleted at the end of the session.

e Cache Cleanup — The cache cleanup control removes the
following data from the client PC: Cookies, Browser
history, Auto-Complete information, Browser cache,
Temp files, all ActiveX controls installed during the remote
access session, and empties the recycle bin.

e Secure Virtual Keyboard - For additional password
security, FirePass offers the patent-pending Secure Virtual
Keyboard which enables secure password entry from the
mouse instead of the keyboard.

e Download Blocking — For systems unable to install a
"cleanup" control, FirePass can be configured to block
all file downloads to avoid the issue of inadvertently
leaving behind temporary files — yet still allow access to
applications.

Content Inspection and Web Application Security

For users accessing web applications on the corporate
network, FirePass enhances application security and prevents
application-layer attacks (e.g. cross-site scripting, invalid
characters, SQL injection, buffer overflow) by scanning web
application access for application-layer attacks — then
blocking user access when an attack is detected.

Integrated Virus Protection

FirePass can scan web and file uploads using either an
integrated scanner or external scanner via ICAP API. Infected
files are blocked at the gateway and not allowed onto
email or file servers on the network, heightening protection.
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